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ACCESS TO MEDICAL RECORDS (DATA PROTECTION) POLICY

Introduction

Policy statement
The purpose of this document is to ensure that appropriate procedures are in place at Cranwich road Surgery to enable individuals to apply for access to information held about them, and for authorised individuals, information held about other people. 

This policy is written in conjunction with the following government legislation:

· The Access to Health Records Act 1990

· The Access to Medical Reports Act 1988

· The General Data Protection Regulation

· The Data Protection Act 2018

· The Freedom of Information Act 2000

· The Data Protection (Subject Access Modification) (Health) Order 2000

Status
This document and any procedures contained within it are non-contractual and may be modified or withdrawn at any time.  

Training and support
The practice will provide guidance and support to help those to whom it applies understand their rights and responsibilities under this policy. 

Who it applies to
This document applies to all partners and employees of the practice.  Other individuals performing functions in relation to the practice, such as agency workers, locums and contractors are encouraged to use it.

Why and how it applies to them
In accordance with the General Data Protection Regulation individuals have the right to access their data and any supplementary information held by Cranwich Road Surgery.  This is commonly known as a subject access request (SAR). Data subjects have a right to receive:

· Confirmation that their data is being processed

· Access to their personal data

· Access to any other supplementary information held about them

This policy will outline the procedure to access health records at Cranwich road Surgery as follows:

· For an individual, for information about themselves

· For access to the health records of a deceased individual

· Access to health records of an individual by an authorised person (by a court), when the individual does not have the capacity to make such a decision

· Organisations requesting information about an individual for employment or insurance purposes (governed by The Access to Medical Reports Act 1988) 

The practice aims to design and implement policies and procedures that meet the diverse needs of our service and workforce, ensuring that none are placed at a disadvantage over others, in accordance with the Equality Act 2010. Consideration has been given to the impact this policy might have in regard to the individual protected characteristics of those to whom it applies.

Policy

Right to access
In accordance with the Access to Health Records Act 1990 individuals have the right to access health records held by a healthcare provider that has treated that individual, and/or to access a summary care record (SCR) created by the individual’s GP. The Data Protection Act (2018) gives individuals the right to ask for a copy of the information an organisation holds about them. In the case of health records, a request for information has to be made with the organisation that holds the individual’s health records, otherwise known as the data controller. 
Cranwich road Surgery has mechanisms in place to inform patients of their right to access the information held about them, and how long it will take for a SAR process to be completed.  

NHS practices are obliged to provide patients with access to coded information held within their health records. Such information includes:

· Demographics

· Allergies

· Immunisations

· Medication

· Results

· Procedures

· Values

· Problems/diagnoses

· Other (ethnicity, QOF, etc.)

NHS England has published an information leaflet Patient Online which provides further detailed information about this obligation and how patients can access their health record online.

There are occasions when a GP may firmly believe that it is not appropriate to share all the information contained in the individual’s record, particularly if there is potential for such information to cause harm or distress to individuals, or when the record has information relating to a third party.

Patients may request paper copies of health records and, regardless of the preferred method of access, patients and authorised third parties must initially complete a SAR form. However, patients may request access to their health records informally; any such requests should be annotated within the individual’s health record by the clinician dealing with the patient.    

Requests
Requests may be received from the following:

Competent patients may apply for access to their own records or authorise third-party access to their records.

Children and young people may also apply in the same manner as other competent patients. The law regards young people aged 16 or 17 to be adults in respect of their rights to confidentiality. The Surgery will not automatically presume a child or young person has capacity under the age of 16. However, those aged 12 or over are expected to have the capacity to consent to medical information being disclosed.
Parents may apply to access their child’s health record so long as it is not in contradiction to the wishes of the competent child.

Individuals with a responsibility for adults who lack capacity are not automatically entitled to access the individual’s health records. The Surgery will ensure that the patient’s capacity is judged in relation to particular decisions being made. Any considerations to nominate an authorised individual to make proxy decisions for an individual who lacks capacity will comply with the Mental Capacity Act in England and Wales and the Adults with Incapacity Act Scotland.

Next of kin have no rights of access to health records. 

Court Representatives

A person appointed by the court to manage the affairs of a patient who is incapable of managing his or her own affairs may make an application.  Access may be denied where the GP is of the opinion that the patient underwent relevant examinations or investigations in the expectation that the information would not be disclosed to the applicant.

Access to a Deceased Patient’s Medical Records

Where the patient has died, the patient’s personal representative or any person who may have a claim arising out of the patient’s death may make an application.  Access shall not be given (even to the personal representative) to any part of the record which, in the GP’s opinion, would disclose information which is not relevant to any claim which may arise out of the patient’s death. 

The effect of this is that those requesting a deceased person’s records should be asked to confirm the nature of the claim which they say they may have arising out of the person’s death.  If the person requesting the records was not the deceased’s spouse or parent (where the deceased was unmarried) and if they were not a dependant of the deceased, it is unlikely that they will have a claim arising out of the death.

Where a deceased patient has indicated that they would not wish disclosure of their records then this should be the case after death, unless there is an overriding public interest in disclosing.

Children and Family Court Advisory and Support Service (CAFCASS)

Where CAFCASS has been appointed to write a report to advise a judge in relation to child welfare issues, Cranwich Road Surgery would attempt to comply by providing factual information as requested.

Before records are disclosed, the patient or parents consent (as set out above) should be obtained.  If this is not possible, and in the absence of a court order, the Practice will need to balance its duty of confidentiality against the need for disclosure without consent where this is necessary:

i
to protect the vital interests of the patient or others, or

ii
to prevent or detect any unlawful act where disclosure is in the substantial public 
interest (e.g. serious crime), and

iii
because seeking consent would prejudice those purposes.

The relevant health professional should provide factual information and their response should be forwarded to a member of the Child Protection Team who will approve the report.

Amendments to or Deletions from Records

If a patient feels information recorded on their health record is incorrect then they should firstly make an informal approach to the health professional concerned to discuss the situation in an attempt to have the records amended. If this avenue is unsuccessful then they may pursue a complaint under the NHS Complaints procedure in an attempt to have the information corrected or erased. The patient has a ‘right’ under the DPA to request that personal information contained within the medical records is rectified, blocked, erased or destroyed if this has been inaccurately recorded.

He or she may apply to the Information Commissioner but they could also apply for rectification through the courts.  The GP Practice as the data controller should take reasonable steps to ensure that the notes are accurate and if the patient believes these to be inaccurate, that this is noted in the records.  Each situation will be decided upon the facts and the Practice will not be taken to have contravened the DPA if those reasonable steps were taken.  In the normal course of events, however, it is most likely that these issues will be resolved amicably.  

Further information can be obtained from the Commissioner at Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF, telephone number 01625 545700.

PROCESS

Requests should be in writing, with a patient signature. For the purposes of the DPA e mail requests are valid, however the practice will need to be satisfied that a valid signature exists prior to disclosure or release. Where a solicitor or other representative is making the request, ensure that you have patient signed consent, and sufficient information to clearly identify the patient.

Notification of requests

All requests are recorded in order in centralised document on the shared drive. All requests are cross-referenced with any complaints or incidents and that the deadlines for response are monitored and adhered to. 

Requirement to consult appropriate health professional

It is the GP’s responsibility to consider an access request and to disclose the records if the correct procedure has been followed.  Before the Practice discloses or provides copies of medical records the patient’s GP must have been consulted and he / she checked the records and authorised the release, or part-release.

Grounds for refusing disclosure to health records
The GP should refuse to disclose all or part of the health record if he / she is of the view that:

· disclosure would be likely to cause serious harm to the physical or mental health of the patient or any other person; 
· The records refer to another individual who can be identified from that information (apart from a health professional).  This is unless that other individual’s consent is obtained or the records can be anonymised or it is reasonable in all the circumstances to comply with the request without that individual’s consent, taking into account any duty of confidentiality owed to the third party; or if the request is being made for a child’s records by someone with parental responsibility or for an incapacitated person’s record by someone with power to manage their affairs, and the: 
· information was given by the patient in the expectation that it would not be disclosed to the person making the request, or the patient has expressly indicated it should not be disclosed to that person.

Informing of the decision not to disclose

If a decision is taken that the record should not be disclosed, a letter must be sent by recorded delivery to the patient or their representative stating that disclosure would be likely to cause serious harm to the physical or mental health of the patient, or to any other person.  The general position is that the Practice should inform the patient if records are to be withheld on the above basis.  If however, the appropriate health professional thinks that telling the patient:

· will effectively amount to divulging that information, or this is likely to cause serious physical or mental harm to the patient or another individual

Then the GP could decide not to inform the patient, in which case an explanatory note should be made in the file.

The decision can only be taken by the GP and an explanatory note should be made in the file.  Although there is no right of appeal to such a decision, it is the Practice’s policy to give a patient the opportunity to have their case investigated by invoking the complaints procedure.  In addition, the patient may complain to the Information Commissioner for an independent ruling on whether non-disclosure is proper.

Disclosure of the record

Once the appropriate documentation has been received and sufficient identification has been produced to satisfy the data controller that disclosure may be made, then disclosure may be approved, the copy of the health record may be sent to the patient or their representative in a sealed envelope by recorded delivery.  The record should be sent to a named individual, marked confidential, for addressee only and the sender’s name should be written on the reverse of the envelope.  Originals should not be sent. It may be good practice to check with the patient that all of the information requested is, in fact, needed, before fulfilling the request, although there is no requirement under the Act to specify the extent of the requested information as part of the application procedure.

Where viewing is requested a date may be set for the patient to view by supervised appointment. Where parts of the record are not to be released or to be viewed (i.e. they are restricted) an explanation does not have to be given, however the reasons for withholding should be documented. An explanation of terminology, abbreviation etc must be given if requested. It is good practice for viewings to be supervised by a clinician (e.g. a nurse) who can explain items if needed. Where a non-clinician (e.g. receptionist) does this then no explanation must be offered. Explanation requests should be then referred to a clinical staff member.

Confidential information should not be sent by fax and never by email unless via an encrypted service such as NHS Mail account to another NHS Mail account.

A note should be made in the file of what has been disclosed to whom and on what grounds. 

Where information is not readily intelligible an explanation (e.g. of abbreviations or medical terminology) must be given.

Where an access request has been fulfilled a subsequent identical or similar request does not have to be again fulfilled unless a “reasonable” time interval has elapsed.

Safe Haven

Confidential medical records should not be sent by fax unless there is no alternative.  If a fax must be sent, it should include the minimum information and names should be removed and telephoned through separately.  

All staff should be aware that safe haven procedures apply to the sending of confidential information by fax, for whatever reason.  That is, the intended recipient must be alerted to the fact that confidential information is being sent.  The recipient then makes a return telephone call to confirm safe and complete receipt.  A suitable disclaimer, advising any unintentional recipient to contact the sender and to either send back or destroy the document, must accompany all such faxes.  A suitable disclaimer is shown below.

Warning: The information in this fax is confidential and may be subject to legal professional privilege.  It is intended solely for the attention and use of the named addressee(s).  If you are not the intended recipient, please notify the sender immediately.  Unless you are the intended recipient or his/her representative you are not authorised to, and must not, read, copy, distribute, use or retain this message or any part of it.

Requests made by the police

In all cases the Practice can release confidential information if the patient has given his/her consent (preferably in writing) and understands the consequences of making that decision.  There is, however, no legal obligation to disclose information to the police unless there is a court order or this is required under statute (e.g. Road Traffic Act).  

The Practice does, however, have a power under the DPA and Crime Disorder Act to release confidential health records without consent for the purposes of the prevention or detection of crime or the apprehension or prosecution of offenders.  The release of the information must be necessary for the administration of justice and is only lawful if this is necessary:

i
to protect the patient or another persons vital interests, or

ii
for the purposes of the prevention or detection of any unlawful act where seeking 
consent would prejudice those purposes and disclosure is in the substantial public 
interest (e.g. where the seriousness of the crime means there is a pressing social need 
for disclosure).

Only information, which is strictly relevant to a specific police investigation, should be considered for release and only then if the police investigation would be seriously prejudiced or delayed without it.  The police should be asked to provide written reasons why this information is relevant and essential for them to conclude their investigations.  

Requests from solicitors

Solicitors who are acting in civil litigation cases for patients should obtain consent from the patient using the form that has been agreed with the BMA and the Law Society:

Consent form (England & Wales) http://www.bma.org.uk/images/Consentform_tcm41-20004.pdf
Consent form (Scotland)  http://www.bma.org.uk/images/ScotLawSoc2_tcm41-21288.pdf 

Court Proceedings

You may be ordered by a court of law to disclose all or part of the health record if it is relevant to a court case (for example by a Guardian ad litem).  

RESOURCES

See also:

Access to Medical Records Desk Aid (flowchart) [*]

Access to Health Records Requests: Department of Health - Policy and guidance 

CCTV Policy  [*]
CCTV Code of Practice leaflet  [*]
Data Protection Policy  [*]
Access to medical records – leaflet for patients [*]

BMA publication “Access to Health Records”
Access to health records
BMA publication

Parental responsibility
APPLICATION FOR ACCESS TO MEDICAL RECORDS

Data Protection Act 1998 Subject Access Request

Details of the Record to be Accessed:

	Patient Surname
	NHS Number



	Forename(s)
	Address



	Date of Birth
	


Details of the Person who wishes to access the records, if different to above:

	Surname
	

	Forename(s)
	

	Address
	

	Telephone Number
	

	Relationship to Patient
	


Declaration: I declare that the information given by me is correct to the best of my knowledge and that I am entitled to apply for access to the health records referred to above under the terms of the Data Protection Act 1998.

Tick which ever of the following statements apply.

· I am the patient.

· I have been asked to act by the patient and attach the patient’s written authorisation.

· I am acting in Loco Parentis and the patient is under age sixteen, and is incapable of understanding the request / has consented to me making this request.

(*delete as appropriate).

· I am the deceased patient’s Personal Representative and attach confirmation of my appointment.

· I have a claim arising from the patient’s death and wish to access information relevant to my claim on the grounds that….(please supply your reasons below).

YOUR SIGNATURE……………………..DATE………………………..

NOTE: There is a fee of £10 for access to records. An additional fee of 35p per page is charged if records are to be photocopied up to a maximum of £50. The fee must accompany this request. Cheques to be payable to Cranwich Road Surgery, 21 days prior notice is usually required.

Continued>>

Details of my Application 



(please tick as appropriate)
Patient to complete

	I am applying for access to view my records only
	

	I am applying for copies of my medical record
	

	I have instructed someone else to apply on my behalf
	

	I have attached the appropriate fee
	


Notes:

Under the Data Protection Act 1998 you do not have to give a reason for applying for access to your health records. 

Optional - Please use this space below to inform us of certain periods and parts of your health record you may require, or provide more information as requested above.

This may include specific dates, consultant name and location, and parts of the records you require e.g. written diagnosis and reports. Note: defining the specific records you need may result in lower fee charges and a quicker response.

	I would like a copy of all records


	

	I would like a copy of records between specific dates only (please give date range) below


	

	I would like copy records relating to a specific condition / specific incident only (please detail below)
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